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The Internet 
Changes Everything

• Concepts of Privacy

• Concepts of National Defense

• Concepts of Self

• Concepts of Economics

• Cyber security is an economic/strategic issue as 
much as an operational/technical one



Modern Power Systems 
are vulnerable

• Historically, ICS were composed of proprietary 
technologies with limited connection to an 
organization’s corporate networks or the Internet.  
In today’s world, hardware and software 
platforms, interconnected public and private 
networks, and remote support are moving 
organizations from an isolated environment into a 
global, interconnected environment. These 
efficiencies represent new cyber security risks that 
were not present in their isolated environment.  



Smart Grid problems

• There are multiple ways smart grid tech may 
introduce cyber vulnerabilities into the system.  An 
attacker could gain access to a remote or 
intermediate smart grid device and change data 
values and pass incorrect data upstream and 
cause operators or automatic programs to take 
incorrect actions



Control systems

An attacker that gains access to the communication 
channels could order metering devices to 
disconnect customers, order previously shed load to 
come back on line prematurely, or order dispersed 
generation sources to turn off during periods when 
load is approaching generation capacity causing 
instability, outages on the bulk system.----FERC 
Congressional Testimony May 2011



What is our goal?

• Reliability?

• Resilience?

• Compliance?

• Security?



Why is the Internet 
Vulnerable?

• It was built that way
• Protocols remain the same and are being adapted
• Use is up dramatically
• New devices make access greater
• We don’t pay for security
• Incentives Incentives Incentives
• It’s not bad technology, it’s technology under 

attack



ISAlliance 
Mission Statement

ISA seeks to integrate advanced  technology 
with business economics and public policy to 
create a sustainable system of cyber security.



Cyber security economics 
is not what we hoped

This paper proposed types of activities associated 
with appropriately automated and distributed 
data (threat analysis, intervention & coordination 
of preventive actions)…Aggregation and analysis 
of such data might lead to an improved ability to 
show how investments in cyber health can reduce 
operating costs…Such insights would likely 
strengthen consumer demand for healthy products 
and services  and reduce risks---DHS Cyber 
Security Eco-System White Paper 2011 



The cyber security 
economic equation

• All the economic incentives favor the attackers
• Attacks are cheap, easy, profitable and chances 

of getting caught are small
• Defense is a generation behind the attacker, the 

perimeter to defend is endless, ROI is hard to show
• Until we solve the cyber economics equation we 

will not have cyber security
• DHS has it wrong---efficiency and security are 

negatively related



Bus Efficiency Drives 
increased INsecurity

• VOIP
• Extended Business Supply Chains
• Extended customer integration
• Cloud computing



These economics apply 
in the electric sector

• Over the past few decades, the Electricity Sector 
has become increasingly dependent on digital 
technology to reduce costs, increase efficiency and 
maintain reliability during the generation, 
transmission and distribution of electric power… 
Electricity Sector organizations recognize these 
efficiencies represent new cyber security risks that 
were not present ---DOE Cybersecurity Risk 
Management Process Guideline September 2011

• Smart Grid



State of cyber security in 
utilities (PWC 2011)

• Exec are confident in info security BP
• They have effective plans in place & executing it
• HOWEVER:
• Event frequency is up 
• More sophisticated attacks are occurring
• Operating expenditures crucial to early detection 

are more likely to be deferred than at any time 
since 2008



State of cyber security in 
utilities (PWC 2011)

• 75% of Execs are either very (32%) or somewhat 
confident that their info security is effective

• 25% are not even somewhat confident
• Awareness of breaches up (80% knowledgeable)
• “Insider” attacks up (partner/suppliers up 67%)
• The confidence rating, while high, is actually down 

13% since 2006 (84% to 75%)



State of cyber security in 
utilities (PWC 2011)

• For the third year in a row security spending 
deferments and cutbacks are high

• Deferred security initiatives 43% in 2009; 48% in 
2010; and 48% in 2011

• Reduced funding for security intiatives 38% in 
2009, 43% in 2010 and 46% in 2011

• 48% predict security spending will increase in the 
next 12 months (down from 54% who predicted an 
increase last year)



Cloud Computing is 
Growing

• 44% of utilities report that their organizations use 
cloud computing, 

• 40% say cloud computing has improved their 
security

• 62% of all IT professionals say they have “little or 
no confidence” of the security of the cloud---
including 48% who have already placed their 
data in the cloud

• Difficult to enforce provider security policies



Advanced Persistent 
Threat—What is it?

• Well funded
• Well organized---state supported
• Highly sophisticated---NOT “hackers”
• Thousands of custom versions of malware
• Escalated sophistication to respond to defenses
• Maintain their presence and “call-home”
• They target vulnerable people more than 

vulnerable systems



APT

• “The most revealing difference is that when you 
combat the APT, your prevention efforts will 
eventually fail. APT successfully compromises any 
target it desires”----M-trend Reports

• 18% of APT attacks are against the energy sector
• 5% APT attacks vs. the chemical sector
• 49% of utilities say APT is driving their security 

spending



Utilities Response to APT

• “Utilities are countering the APT principally through 
virus protection (51%) and either intrusion 
detection/prevention solutions(27%)”

• “Conventional information security defenses don’t 
work vs. APT. The attackers successfully evade all 
anti-virus network intrusion and other best 
practices, remaining inside the target’s network 
while the target believes they have been 
eradicated.”---M-Trend Reports 2011



The Good News: 
We know (mostly) what to do!

• PWC/Gl Inform Study 2006--- best practices 100%

• CIA 2007---90% can be stopped

• Verizon 2008—87% can be stopped

• NSA 2009---80% can be prevented

• Secret Service/Verizon 2010---94% can be 
stopped or mitigated by adopting inexpensive best 
practices and standards already existing



Why are We not doing it?
“Many technical and network management solutions
that would greatly enhance security already exist in
the marketplace but are not always used due to cost
and complexity.”

Obama Administration Cyber Space Policy Review 
May 30, 2009



Why are We not doing it? 
• “Overall, cost was most frequently cited as “the 

biggest obstacle to ensuring the security of critical 
networks.”

• “Making the business case for cyber security remains 
a major challenge, because management often does 
not understand either the scale of the threat or the 
requirements for a solution.”

• “The number one barrier is the security folks who 
haven’t been able to communicate the urgency well 
enough and they haven’t actually been able to 
persuade the decision makers of the reality of the 
threat.”  ----from CSIS & PWC Surveys 2010



Why are We not doing it?
“The challenge in cyber security is not that best
practices need to be developed, but instead lies in
communicating these best practices, demonstrating 
the value in implementing them and encouraging
individuals and organizations to adopt them.” 

The Information Systems Audit and Control Association (ISACA)
quoted in Dept. of Commerce Green Paper - March 2011  



Outdated Structures                 
• In 95% of companies the CFO is not directly involved in 

information security 

• 2/3 of companies don’t have a risk plan

• 83% of companies don’t have a cross organizational 
privacy/security team

• Less than ½ have a formal risk management plan, 1/3 
of the ones who do don’t consider cyber in the plan

• In 2009 & 2010, 50%-66% of US companies deferred 
or reduced investment in cyber security



Financial Management of 
Cyber Risk (2008)

• Outlines an enterprise wide process to attack 
cyber security broadly and economically

• CFO strategies
• HR strategies
• Legal/compliance strategies
• Operations/technology strategies
• Communications strategies
• Risk Management/insurance strategies



Electric Sector Risk 
Management Framework

• Risk management is carried out as a holistic, 
organization-wide activity that addresses risk from 
the strategic level to the tactical level, ensuring 
that  risk-based decision-making is integrated into 
every aspect of the organization…Senior 
executives are responsible for how cyber security 
risk impacts the organization’s mission and business 
functions…each organization establishes a risk 
executive function that develops an organization-
wide strategy to address risks.



ISA Social Contract



Trade Assoc/Civil 
Liberties White Paper



Path Forward--Regulation

• Where regulation is baked into the economics of 
the industry, it can be useful in cyber security

• The problem is not establishing the 
standards/regulations---it’s assuring actual cost 
recovery through the multi-level system of 
regulation (EISA 07 provides partial cost recovery)

• Cyber security is a NATIONAL defense issue, not a 
local rate-payer issue; FERC may need to provide 
thought leadership to address economics of cyber



Are we thinking of this all 
wrong?

• What can we do with traditional 
legislation/regulation?

• Best Practices can fight most generic threats
• What are we REALLY worried about
• Who do we blame for APT attacks?
• Did Stuxnet change the paradigm?
• Are we focused on security, or compliance?
• How many regulators do we need?



Regulation, regulation 
regulation

Many utilities are subject to not only FERC, but also 
EPA (water), NRC (Nuclear Regulatory Commission) 
DOT (pipelines) and state commissions. Since the 
electric grid is considered vital to national security, 
the DOD is very interested in bringing the electric 
industry (grid) into its US cyber command 
model. With Administration’s bill the energy sector 
is looking at yet one more “regulatory” master and 
another risk management plan that must be filed 
with DHS and subject to review by independent 
auditors for compliance.



Path forward Legislation

• House & Senate bills both grant new authority 
over regulating parts of the distribution systems 
not now subject to FERC---w/House granting more 
authority to FERC---addressing vulnerability/threat 
information and allowing for cost recovery

• Hill activity will begin this fall in House and Senate
• Senate bill being rolled into the comprehensive bill
• Chances of comp bill passing--------less than 50%



Admin Leg Proposal--
Disclosure

Most cyber attack disclosure requirements are 
founded on misconceptions about what it is 
companies have available to disclose. Most 
sophisticated successful cyber attacks go 
undetected… The tools and services for detecting 
them are very expensive. Most companies are 
unable to tell whether they have been the victim of 
a successful cyber attack unless they make a 
special effort to investigate, spend additional 
resources on the effort, and have the necessary 
skills and tools already on hand.



Admin Leg Proposal-

• The initial signs that need to be pursued in order to 
discover a skilled cyber attack are hard to define, 
constantly changing, and often very subtle and thus 
unsuitable for the annual evaluation procedure the 
Administration proposes to rely on. Uncovering a 
highly skilled cyber attack is currently much more 
of an art than a science. It can require intuition, 
creativity, and a very high degree of motivation. 



The right incentives

Mandatory disclosure punishes companies that are 
good at detecting intrusions and malware. It 
creates an incentive not to know, so that there is no 
obligation to report. It diminishes the motivation of 
internal investigators, who may worry that finding 
out exactly what happened may do their company 
more harm than good. It adds to the ultimate costs 
of detection tools and services, making companies 
more reluctant to spend money on them.



Path Forward-Incentives

• “Although regulations may raise the overall 
baseline of security, they may lead to unintended 
consequences. For example, as a result of the 
NERC CIP standards some utilities are now focused 
on meeting regulatory requirements rather than 
achieving comprehensive and effective cyber 
security.”---Roadmap to Achieve Energy Delivery 
Systems Cyber Security September 2011



Path Forward—need for 
collaboration

• “Privacy and pricing sensitivity issues often create 
disincentives for or legal barriers to disclosing 
vulnerabilities; demonstrating direct line benefits to 
the energy organization is difficult. Without the 
occurrence of a catastrophic event or a strong 
business case, public and private partners will 
continue to have limited time and resources to 
invest.” ----DOE Roadmap 2011



The Right Incentives

• Government needs to get its act together
• More (regulation) is not necessarily better
• Industry & Govt have aligned—not identical goals 
• Use regulation—streamline as a reward
• Consider how to create other incentives, e.g. 

insurance, liability, procurement, permitting
• Only way to address sophisticated threats is 

through incentives and collaboration



Information  Sharing

• We need to be sure information being shared can be 
put into action

• Dept of Commerce NOI asks about incentives to share 
info: Wrong Question

• Companies w/limited budgets locked into reactive 
defensive posture allowing for signature based 
perimeter monitoring and if detected malware 
eradication…Not helpful for modern attack methods.



Roach Motel: Bugs Get In Not Out

• No way to stop determined intruders
• Stop them from getting back out (w/data) by 

disrupting attackers’ command and control back out of 
our networks

• Identify web sites and IP addresses used to 
communicate w/malicious code

• Don’t stop attacks— we cut the profits & Increase the 
costs



The ISA Supply Chain 
Strategy/Framework

• Solve the supply chain problem in a way that ALSO 
produces other security benefits, thus justifying the 
increased expenditure

• Businesses are not suffering greatly from supply chain 
attacks, but are suffering from other attacks

• Key is to make the entire supply chain secure, i.e. 
supply chain must be part of a comprehensive 
framework
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